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DETAILED ACTION 

Drawings 

1 . The drawings are objected to because Fig. 1 and Fig. 2 lack descriptive text 
labels. Corrected drawing sheets in compliance with 37 CFR 1 .121(d) are required in 
reply to the Office action to avoid abandonment of the application. Any amended 
replacement drawing sheet should include all of the figures appearing on the immediate 
prior version of the sheet, even if only one figure is being amended. The figure or figure 
number of an amended drawing should not be labeled as "amended." If a drawing figure 
is to be canceled, the appropriate figure must be removed from the replacement sheet, 
and where necessary, the remaining figures must be renumbered and appropriate 
changes made to the brief description of the several views of the drawings for 
consistency. Additional replacement sheets may be necessary to show the renumbering 
of the remaining figures. Each drawing sheet submitted after the filing date of an 
application must be labeled in the top margin as either "Replacement Sheet" or "New 
Sheet" pursuant to 37 CFR 1.121(d). If the changes are not accepted by the examiner, 
the applicant will be notified and informed of any required corrective action in the next 
Office action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC §112 

2. The following is a quotation of the first paragraph of 35 U.S. C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 
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3. Claims 1, 6-10, and 14 are rejected under 35 U.S.C. 112, first paragraph, as 
failing to comply with the written description requirement. The claim(s) contains subject 
matter which was not described in the specification in such a way as to reasonably 
convey to one skilled in the relevant art that the inventor(s), at the time the application 
was filed, had possession of the claimed invention. 

• Claims 1 and 10 recite the new limitation "the second node is only able to 
communicate with the third node through the first node if the first node allows the 
second node to communicate with the third node" which is not supported by the 
original disclosure, i.e., a new matter. 

• Claims 1 and 10 recite "the second node is only able to communicate with the first 
node, and with the third node only through the first node" which is not supported by 
the original disclosure, i.e., a new matter. 

4. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

5. Claims 1, 6-10, and 14 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. Claims 1 and 10 recite "a communication 
portion in communication with the first network and the third node, the second node is 
only able to communicate with the first node, and with the third node only through the 
first node, the third node only communicating with the first port of the first node through 
the communication portion via TCP/IP port extension using gateway methodology 
which does not connect the first network with the second network" which is 
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indefinite because there is a connection between the first network and the second 
network in the limitations of "a communication portion in communication with the first 
network and the third node". 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 1, 6, 7, 10, and 14 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Richmond et al. (US PG PUB 20030152067) in view of Jerrim et al. 
(US 20040088571 A1). 

Regarding claim 1 , Richmond teaches a first network (Fig. 1B Network within 
the cloud) having a first node (Fig. 1B 144 network entry device) having a first 
TCP/IP port (Paragraph 5 Entry port module 146 of network entry device) 
predefined by an administrator and a second node (Fig. 1B 134) which can 
communicate with each other, a second network (Fig. 1B 150) which includes at least a 
part of an Internet (Fig. 1B 148, and [0018] a gateway server having a port module 
connected to the Internet) having a third node having a second TCP/IP port separate 
and apart from the first network; and a communication portion in communication with 
the first network and the third node, the second node is only able to communicate with 
the first node, and with the third node only through the first node, the third node only 
communicating with the first port of the first node through the communication portion 
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([0120] and [0130] service abstractions may be assigned to one or more users of the 
network, and may be used to configure a port module of a network device. It is desirable 
to allow a network manager the ability to define services to be provided for users using 
service abstractions, where each service abstraction has a meaning to an administrator 
within the context of a communications network, i.e., specifies a service to be provided 
to users). Richmond further teaches the gateway methodology which does not connect 
the first network with the second network, the second node is only able to communicate 
with the third node through the first node if the first node allows the second node to 
communicate with the third node (Fig. 13A 1314 at the entry port module of the 
network, denying the user access to the communications network if not valid 
identification). 

However, Richmond does not expressly teach TCP/IP port extension using 
gateway methodology, the first TCP/IP port and the second TCP/IP port remain 
constant and cannot be changed, the second node cannot use any port between the 
first and third nodes except for the first and second TCP/IP ports that have been 
predefined from the first node to the third node, which prevents an intruder who 
compromises the second network from gaining access to the first network except for the 
first TCP/IP port. Jerrim teaches in Fig. 1 - Hacker host #3 and port profiling. Jerrim 
further teaches in Fig. 3 and paragraph [0198] the port profiling engine determining the 
client zone and the server zone is determined and in paragraph [0102] if any 
unauthorized zone for a particular zone attempts to connect as a client to a sever in the 
particular zone, an alarm will be generated unless that service is excluded from the 
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zone lockout. It would have been obvious to one of ordinary skill in the art at the time of 
the invention was made to have TCP/IP port extension using gateway methodology, the 
first TCP/IP port and the second TCP/IP port remain constant and cannot be changed, 
the second node cannot use any port between the first and third nodes except for the 
first and second TCP/IP ports that have been predefined from the first node to the third 
node because unauthorized network usage can be determined without the need for 
resource intensive packet data analysis (Paragraph 39, Jerrim). 

Regarding claims 6 and 14, Richmond and Jerrim teach the limitations for claims 
1 and 10. Jerrim teaches the first network monitors and manages the second network 
(Fig- 2). 

Regarding claim 7, Richmond and Jerrim teach the limitations for claim 1 . Jerrim 
teaches first network having the first node having the first port and a primary server, the 
second node having the second port and a client server in communication with each 
other (Fig. 2). 

8. Claims 8 and 9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Richmond et al. (US PG PUB 20030152067) modified by Jerrim in view of Jacobson et 
al. (US Patent 6044402). 

Regarding claim 8, Richmond and Jerrim teach the limitations for claim 1 . 
However, Richmond and Jerrim do not teach the client server encrypts data from the 
third node on the connection and the primary server decrypts data for the first node. 
Jacobson teaches in Fig. 7 190 - Encrytor/Decrytor. It would have been obvious to one 
of ordinary skill in the art at the time of the invention was made to have the client server 
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encrypts data from the third node on the connection and the primary server decrypts 
data for the first node in order to block unwanted connections (Abstract, Jacobson). 

Regarding claim 9, Richmond, Jerrim, and Jacobson teach the limitations for 
claim 8. Jerrim teaches the first network monitors and manages the second network 
(Fig. 2). 

Response to Arguments 

9. Applicant's arguments with respect to claims 1 and 10 have been considered but 
are moot in view of the new ground(s) of rejection. 

Conclusion 

1 0. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to EUNSOOK CHOI whose telephone number is (571)270- 
1822. The examiner can normally be reached on Monday-Friday 8:00-5:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Chau Nguyen can be reached on 571-272-3126. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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/CHAU T. NGUYEN/ 

Supervisory Patent Examiner, Art Unit 2619 



